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KoMnbloTepHbIN BUPYC - 3TO
Pa3HOBUAOHOCTb KOMMbIOTEPHbLIX
nporpaMmm, OoTANYNTENBLHOM
OCODEHHOCTbLIO KOTOPOW SABNSIETCS
CNOCOBOHOCTb K Pa3sMHOXEHUIO
(konnpoBaHuto).

B nononHeHune Kk aTomy, BUPYChI
MOryT NOBPEAUTb U NOMHOCTLIO
YHUUYTOXUTb BCE (pansibl U AaHHbIE,
NOAKOHTPONbHLIE NONb30BaTENIO, OT
MMEHU KOTOPOro Oblna 3anyLweHa
3apak€HHasi NporpaMmma, a Takxe
NoOBPEeAUTb UMK JaXe YHUYTOXUTb
onepaumoHHY CUCTEMY CO BCEMU
dannamu B LLESIOM.

B 6onblUMHCTBE CryyaeB
pacnpoCTPaHATCS BUPYChl Yepes
VIHTepHeT

onepaLlMoHHble CUCTEMBbI,

MMelLWmMe CepbeE3HbIN  YPOBEHb
3awuTbl oT BPeOOHOCHbIX
[\W, V] J'

2200 CO0AT A YOTONDLIO

DOATIFTCTINYT, NOUT UMV OTO

Wlbﬂ \

Lenbio 4opaboTKn nporpamMmbl)

apyrue ODOHOBNEHUS cBOEeN
ornepaunoHHON CUCTEMBI.
Ckaunsan NX TONbKO C
ohuymansbHOro canta
aBTOMaTUYECKOro OOHOBNEHUS,

Y .ero
d CBOEM KOMITBROTEPE ™\

Noa npaBamu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT

6OJ'IbLIJI/IHCTBy BPEeOOHOCHbIX

nporpamMmm UHCTammMpoBaTbCA Ha

LOTONO )

TOTOPY




MeToAbl 3aLUUTDI
OT BPEAOHOCHbIX
nporpamm

nporpamMmmHble NPOAYKThI
N3BECTHbIX nNpousBoauTenen, c
aBTOMaTMYeCKUM  OOHOBMNEHUEM

OrpaHuyb pusnyecknn JocTyn K
KOMMbOTEPY [ONA  NOCTOPOHHUX
nmy

nHopmaumn, Takue Kak dreLlka,
davn wn3 U

He OTKpblRAM KOMOLIOTEPHbLIE
doannsl, NnonyyeHHble n3
HEHaOEXHbIX UCTOYHMKOB. [axe
Te dannbl, KOTOpble npucnan
TBOW 3HAKOMBbIW. JlyyLle yTOYHU Y

Hero, otTnpasndan nm oH Teode nx




s NCNONb3OBAHME CETEI WI-FI

C nomowbro WI-Fi
MOXXHO NOMyYnTb
GecnnaTHbIN UHTEPHET
-0OCTyn B
0o0OLLEeCcTBEHHbIX
MecTax: Kaje, oTensx,
TOProBbIX LEHTPaxX n
asapornopTax. Tak xe
ABNAETCS OTNNYHOU
BO3MOXXHOCTbIO
Bbixoda B VIHTepHeT.
Ho MHormne akcnepTol
CYMTAIOT, YTO
obwenoctynHble Wi-Fi
CEeTU He ABMNAITCA
©e3onacHbIMW.

Cr—a®
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He nepepnasan cBoto
NINYHYO
NHpopmaumio Yepes
obwenoctynHble Wi-
Fi cetn. PaboTtas B
HUX, XXenaTenbHo He
BBOANTb Naponmu
AocTyna, NormHbl 1
Kakne-To Homepa

Ncnonbayn u
obHoBNAN
aHTUBUPYCHbIE
nporpaMmmbl v
bpaHaomayap. Tem
cambIM Thbl
obe3onacub cebs
OT 3aKaudku BUp
Ha TBOE YCTPQ4d

[Mpun ncnonb3oBaHum
Wi-Fi oTkntoumn
dyHKUMto «O6Lmnn
A0CTyn K doannam m
npuHTepam». [JaHHas
dYHKUMS 3aKpbITa No
YMOSI4YaHu1I0, OAHAaKO
HEeKoTopbIe
nonb3oBaTenu
aKTUBUPYIOT €€ ans
ynobctBa
NCMonb30oBaHUSA B
paboTe nnun yyebe

Mcnonb3yn TonbKo
3aluLeHHoe
coenHeHne Yyepes
HTTPS, a He HTTP,
T.€. Npn Habope Beb-
agpeca BBoau
NMEHHO «https://»

Wi-Fi

BbIXO4a B
anbHble ceTn
/| B 9NEKTPOHHYHO
noyTy




(:’)COLI,I/IA/\bH bIE CETU

CouunanbHasga ceTb - 3TO CauT,
KOTOpbLIN nNpefocrasnsaer
BO3MOXXHOCTb NogsaM
OCYLLECTBIIATb OOLLEHME MeXay
cobon B nHTepHeTe. Yalle Bcero
B HUX ONS K&XXA0ro YyenoBeka
BblOENAETCa CBOS NIMYHasA
CTpaHn4Ka, Ha KOTOPOW OH
yKasblBaeT 0 cebe pasnnyHyto
NHopmMaLmo, Ha4YMHas oT
nMeHn, dbaMmnunum n 3akaH4mBas
NUYHBbIMK dooTorpadnaMu.
MHorme nonb3oBaTenu He
NOHMMAIOT, YTO MHpopmMaLms,
pasMeLleHHast UMU B
couuanbHbIX CETAX, MOXET ObITb
HangeHa n UCnosib3oBaHa Kem
YroHo, B TOM YUCIIE He
obs3atenbHO ¢ bnarmmm
HaMepeHNSIMU

OrpaHuyb cnucok apysen. Y 1ebs B
ApYy3bsix He JOJMKHO ObITb
CITydamnHbIX U He3HaKOMbIX Naen

~

He ykasbiBan naposnu, TenedoHbl,
agpeca, naty TBOEro poXxaeHus wu
OPYryl0  JINYHYKO  MHJOopMauuio.
3IOYMbILITEHHMKN MOryT

NCNOSib30BaTb Jaxe MHopMaunto

\ O TOM, KaK Tbl U TBOU pPOOAUTEITN ‘

3amuiad  CcBOK  penyTauvio -
OEPXNU ee B 4YUCTOTE M 3agaBau

cebe Bonpoc: xoTesn 6bl Thbl, YTOObI
apyrne nonb3oBaTteny BUAENU, UTO

Thl 3arpyxaewb? [Mogyman,

\_Npexage 4Yem 4YTo-TO onyOnMKoBaTb,

\

HanmcaTtb U 3arpy3nTtb




(’:)COLI,MA/\bH bIE CETU

CoumanbHasga ceTb - 3TO CawT,
KOTOPbIN NpeaocTaBnseT
BO3MOXXHOCTb NogsaM
OCYLLECTBIIATb OOLLEHME MeXay
cobon B nHTepHeTe. Yalle Bcero
B HUX ONS K&XXA0ro YyenoBeka
BblOENAETCa CBOS NIMYHasA
CTpaHM4Ka, Ha KOTOPOW OH
yKasblBaeT 0 cebe pasfinyHyto
NHpopmMauuto, HauYMHaga oT
nMeHn, dbaMmnunum n 3akaH4mBas
NUYHBIMU dooTOorpadmnamMu.
MHorme nonb3oBaTenu He
NOHMMAIOT, YTO MHpopmMaLms,
pasMeLleHHast UMU B
couuanbHbIX CETAX, MOXET ObITb
HangeHa n NCNonb3oBaHa KeM
YrogHo, B TOM YnUCre He
obs3atenbHO ¢ bnarmmm
HaMepeHNSIMU

KOTOPbIX He 3Haellb, He WUCMNOoSb3yn
CBOe peanbHoe wumMa W  Jpyrywo
NUYHYIO MHGOPMaLMN: UM, MECTO

~

QLLIAC]
~7

dotorpadun B VIHTEepHeTe, rae Thl A

n3obpaxeH Ha MECTHOCTW, nO

KOTOPOW MOXHO Onpeaenutb TBOE )
CHVIC

cetTu HeobxoaMmMoO UCNofb3oBaTb
CNOXHble naponn, cocToslue u3

y
——HnsteotiantsHo ce T ok Tst
(" N Opyrmx camntoBs Heobxoanmo )
NCNoNb30BaTb pa3Hbie Naponu.
Torpa ecnu Tedbs B3nomaroT, TO
3MOYMBbILLUNIEHHNKN NonyyaT
\_JOCTYN TOJIbKO K OAHOMY Y,

MeCTY, a HE BO BCE Cpa3y




f?}:—)/\EKTPOH HAA NMOYTA

ONEeKTPOHHas novta — 3To
TEXHOSIOrnsA 1 NpegocTaBngemMble
€l0 yCryrm no rnepecobisike n
NOSTy4EHNIO ANEKTPOHHbIX
CooBLEHNN, KOTOPbIE
pacnpenensaiTcs B KOMMbIOTEPHON
ceTn. OBObIYHO 3NTEKTPOHHbLIN
MOYTOBbIN AWK BbIrSANUT
cneaywowmm obpasom:

I/IMFI_I'IOJ'Ib3OBaTeJ'IFI@I/IMFI_,EI,OMeHa.

Takxke Kpome nepenadu npocToro
TEeKCcTa, MMeeTCs BO3MOXHOCTb
nepenasaTb pansbl

OCHOBHbIe coBeTbl N0 be3onacHou

n nouTou

el

pabdoTe C 35IeKTPOHHO

NOYTOBLIN
cepBuc. B NHTepHeTe eCTb OrpoMHbIA BbIBOp

Hago BbibpaTb npaBWibHbIN
G6ecnnaTHbIX MOYTOBbIX CEPBWCOB, OAHAKO
nyJdwe O0BepsiTb TEM, KOro 3Haelb W KTO

NnepBbIN B peNTUHre

He ykasbiBah B JIMYHOM MOYTE JINYHYIO
nHdgopmaumo. Hanpumep, nydwe BbiGpaTb
«My3blKarnbHbIn_aHaT@» unn «pok2013»
BMeCTO «Tema13»

Ncnonb3yn OByxaTanHyk aBTopusauuio. IJTO
Korga noMMMo Mapons HYXHO BBOAUTL KOA,
npucbiniaembin no SMS

Bbibepn cnoxHbln naponb. Ona  Kaxgooro
MOYTOBOrO fAlMKaA [OOMKEH OblTb CBOW
HaZeXHbIN, YyCTOWYMBLIN K B3rIOMY Maporib



(’:)C-)I\EKTPOH HAA NMOYTA

OCHOBHbIe coBeTbl N0 be3onacHou

n noyTou

el

pabdoTe C 3NIeKTPOHHO

Ecnn ecTb BO3MOXHOCTb k&xmc N
CBOM  JINYHbIN  BOMPOC, WCMNOJSIb °aTy

BO3MOXHOCTb '

T ‘camomy

cnonb3yn HECKOSIbKO MOYTOBbLIX SALLMKOB.
[lepBbln  OonNa  4acTHOM  Mepenucku C
agpecatamMun, KOTOpPbIM Tbl AOBepsielb. JTO
9MEeKTPOHHbIN agpec He Hado MCMoJSib30BaTb
npu perncTpauymm Ha doopymax u camtax

He oTkpbiBau pansnbl U Opyrue BrOXEHUA B
nMcbMax gaXke ecrnv OHW MPULLNKM OT TBOUX
apysen. Jlyduwe yTouHn y HUX, oTrnpasnanu nm
OHU Tebe 3TK hansbl

[Mocne okoH4YaHMa paboTbl Ha MNOYTOBOM
cepBuce nepeq 3akpbITUEM BKNaAKN C CanTom
He 3a0yab HaxaTb Ha «BbInTny



(:)MOBW\bH bl TEAE®OH

;{,‘bq Du-o
o

%k

CoBpeMeHHble CMapT(OHbI U
NraHwWweTbl cogepat B cebe BnonHe
B3pOCNbIN PYHKLMOHAnM, U Tenepb OHU
MOTYT KOHKYpUpoBaTb CO
CTaunoHapHbIMU KOMMNbIOTEPAMMN.
OpHako, cpeacTB 3alnTbl Ans
No4O6BHbIX YCTPOMUCTB MOKa O4YeHb
Mano. TecTnpoBaHue 1 NOUCK
YA3BMMOCTEN B HUX MPOUCXOOUT HE TaK
MHTEHCUBHO, Kak ang K, To xe camoe
KacaeTca U MOOUIbHbBIX MPUNOXEHWUN.
CoBpeMeHHble MObUnbHbIE Bpay3epsbl
y>Ke NPaKTUYECKN JOrHanm
HaCTOSIbHbIE aHanory, o4Hako
paclumpeHune pyHKUnoHana Bre4veT 3a
cobon 60nbLUYH CNOXHOCTb U
MEHbLUY0 3aLUNLEHHOCTb.
[laneko He Bce npon3BoanTENN
BbINyCKalOT 0OHOBEHUS,
3aKpblBalOLLNE KPUTUYECKNE
YA3BMMOCTM O19 CBOUX YCTPOWUCTB.

OcHOBHbIe coBeThbl ANA 6e30nacHOCTU MOOGUNLHOIo TenecoHa

D
Byab ocTopoxeH, Bedb koraa
6ecnnaTHbIi KOHTEHT, B HEM MoryT bITb

KaKne-To rnraTtHble YCIyru

Ayman, npexge 4yem otnpasutb SMS, cbom%ﬂ--\

BMOEO. Tbl TOYHO 3Haellb,
KOHEYHOM ntore?

Heobxoanmo oBHOBMATL OnepauyoHHYHD CUCTEMY
TBOEro cMapTtoHa

Ncnonb3yihi  aHTUBUPYCHblE  NpOrpamMmbl
MOOUbHBLIX TenedgoHoB ”

Gn!:_ Lt
a . ‘B

Ans

He 3arpyxai npunoxeHus oT Hen3BecTHoro ¢ w?
NCTOYHMKA, Beb OHWN MOTYT coepXaTb
Bpe4OHOCHOE nporpaMmmMHoe obecneveHune

[Mocne Toro Kak Tbl BbInAEeLWb C canTa, rae BBOAMN
NNYHYO0 MHGOPMAaLNIO, 3alnan B HACTPOWKK
Opaysepa u yganu cookies

[Mepuoanyeckm NpoBepsamn Kakme nnatHble yecryru
aKTMBMpPOBaAHbI HA TBOEM HOMEpe

Bluetooth gomkeH ObITb BbIKITHOYEH, KOrga Tbl UM He
nonb3yelwbcs. He 3abbiBan MHorga NnpoBepsitb 3TO

roe oHuM 6yoyt B

<
/%cf

%



€£) OULLIMHT MAV KPAXKA AUUHBIX AAHHBIX 0

Tbl noao3peBacllb, YToO TBO4A

[MaBHas uenb UIIKHF - BUaa
NHTepHeT-MOLWEHHNYECTBA,
COCTOMT B MOJSTy4EHUMN
KOHpMaeHUnanbHbIX AaHHbIX
nonb3oBaTtenem — fI0rmMHOB U
naponen. Ha aHrNnMnMckKkom sA3bike
phishing ynTaeTca Kak puULLInHT
(ot fishing — pbIBHas noens,
password — naporib)

aHkeTa Obina  B3flOMaHa, TO
HeobxoauMo 3abroknpoBaTb €€ U
COOOLLNTL agMUHUCTpaTopam
\_pecypca 06 O3TOM KakKk MOXHO
CROpEE

(

Ncnonb3yn  6e3onacHble  BeO-

canTbl, B TOM u4ucne, MHTEPHET-
Mara3mHoB U NMOUCKOBbIX CUCTEM

\_

A4

naponn. Takum obpasom, ecnu
TebA B3/10MaloT, TO
3MOYMBbILUNIEHHUKN MoNnydaT OOoCTyn
TONbKO K 0QHOMY TBOEMY Npodunto
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(’:)CDI/ILI.II/IHF UM KPAXKA NMUYHBIX OAHHbBIX % oo o e
(' HeoOXxoOMMO npenynpeauTb  BCex E
CBOUX 3HaKOMBbIX, KOoTopble

nobasrieHbl y Teba B ApYy3baX, O TOM,
yTO TEeDSA B3nomMmanu 1, BO3MOXHO, OT
TBOEro UMeHu OygeT paccblnatbes

crnaMm M CCbIIKM Ha ULIKHIOBbIE Y,
CanTbl

4 N\
YctaHoBu HagexHbln naposib (PIN)

Ha MOBUIbHBIN TeNedoH

\L v
4 N\
OTKnoun coxpaHeHue napons B

bpay3epe

\_ y

(E.ehol&pmaaﬁ_dzaﬁﬂu M OpYIvE
N

BITOXKEHUSA B NUCbMax Aaxe
€CIn OHU NMPULLNK OT TBOUX
apysen. Jlydiie yTouHn y HKX,
__ OTMNPaBnANM N oHX Tebe aTn y
doannbl




YnpaeneHue GepepanbHOM CAYXObI N0 HAA30PY B chepe CBA3M, MH¢epMauu:o}|Hb|x K‘
y TEXHOAOTUW U MaCCOBbIX KOMMYHUKaLWK TG, o AL Db
no Upkytckon obnacTu SN &

Cnacu6o 3a BHUMaHuUe!



